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Abstract

The increasing frequency of cyber security attacks and their impact on value-added business processes
requires companies to appropriately address cyber security risks in the Risk Management Process (RMP).
In the context of cybersecurity risks, companies can identify, assess and manage their business aims by
applying 4C (Consultation, Communication, Coordination, Cooperation).

With this paper an increase in the efficiency of the RMP is proposed through an adaptation of the
management activities by means of categorization of the information and group consolidation as well as
the prioritization of measures. Trough adaptation it possible to establish a Cyber Security RMP (CS-RPM).
The result is a predicted balancing of the benefits of the technology with the potential consequences of a
CS risk threat event that drives proactive CS risk management. A system of guidelines for an information
security-, cyber security- and data privacy-specific document structure of the managed services (MS) is
also considered and be looked. The use of risk registers to map CS risks and the application of risk metrics
is considered in more detail. Risk values to be quantified and their determination from risk measurements
are explained in parts.
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Introduction

The ISO/IEC 27002:2013 provides best-practice requirements for ISO/IEC 27001:2013 and is therefore the
second most important international standard when it comes to introducing an ISMS in a company. In
combination with ISO/IEC 27005:2018, which describes the RMP for information security, the criteria for
assessing, prioritizing and accepting risks are dealt with. The applying of RMP is applied by the risk
managers, who assume responsibility for the residual risks, e.g. for the "supporting assets". If risks are not
correctly managed since the beginning, a project may encounter issues even before it starts (Fogoros et al.,
2021). The RMP is mostly limited to statistical threat catalogues and one-off risk assessments (Lampe et
al., 2021). This also affects the risk assessments for the asset register. The financial impact increases due
to cyber-attacks on vulnerabilities in information technology systems (Proofpoint, 2021). Due to the limited
perspectives, relevant risks are out of focus and lead to a high willingness to take risks. Therefore, the RMP
management activities for Information Security (IS) and Data Privacy (DP) related measures must be
adapted. According to previous research (Ande et al., 2020; Bhamare et al., 2020; Ganin et al., 2020; Pandey
et al., 2020), the RMP approaches to information security are indispensable for the application and
management of cybersecurity (Fuertes et al., 2017). The paper is intended to present the management of
cyber security risks using an RMP and to show a method for quantifying the risks. It can be assumed that
there will be an improvement in risk measurement and risk analysis methods. The consultation as an
iterative process causes a constant conditioning of the participants through communication, coordination
and cooperation. In particular, the addressing of risks is addressed in order to more clearly delineate the
involvement of those responsible for risk in cyber security risk management.
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1. Literature review

Strategies, methods and their application of measures regarding Information Security (IS), Cyber Security
(CS) and Data Privacy (DP) are challenges for every company. Cyber-attacks are increasing due to the
digital transformation, opening up new areas of attack in all fields (Senol and Karacuha, 2020; World
Economic Forum, 2021). The risks posed by digital globalization in the transport and traffic industry has
made keeping business processes running a struggle for companies (Bakator, Pordevié and Cockalo , 2019).
In addition to these dynamic conditions, the COVID-19 pandemic has put additional strain on companies
(Juergensen, Guimén and Narula, 2020). Besides to the globalization of markets, the modern business
environment is characterized by constant changes in the field of Information and Communication
Technology (ICT) (Sunday and Vera, 2018). Furthermore, it should be noted, that international framework
conditions are constantly renewed or redefined, such as the revised ISO/IEC 27002 standard, which was
newly adopted in February 2022. ISO/IEC 27002:2022 lists new controls, which are also indicators for the
new thematic priorities. It is advantageous that the topics of avoiding, detecting and reacting to cyber-
attacks as well as the protection of data come to the fore.

An understanding for risks and adapting efficiently to business changes are essential for the companies to
maintaining a stable position within the industry. Through the requirements, companies have to consider
the implementation of different management systems, which may bring additional risks to business
performance (Vulanovic et al., 2020). Those responsible roles must establish management activities, which
are necessary to identify and prioritize supporting applications, business processes and measures in order
to conduct a business and risk impact analysis. In addition, these are linked to their probability of occurrence
and their impact on the business process and must be quantified in order to adequately deal with
cybersecurity problems due to the rapidly increasing attacks and vulnerabilities (Stitilis et al., 2020).

The TOP management of the companies must consider the trend changes as well as the risks in order to
face the sustainable achievement of business goals (Popescu et al., 2020). This implies the need for effective
decision-making and an adequate supporting information system (Elbashir et al., 2020; Rahimnia and
Molavi, 2021). For a structured management, it is essential to better manage cyber security risks at the
system and enterprise level. The responsible roles are to describe the technical and organizational measures
in terms of processes in order to establish preventive and reactive measures for business processes relating
to information technology. In addition, cyber security risks must be categorized in cyber security risk
registers and the measures must be consolidated, prioritized and tracked in groups. The current literature
addresses the mentioned business metrics and factors in different contexts however these do not describe
how the RMP approaches to information security can be implemented for the application and management
of cybersecurity for managed services.

2. Research methodology

Quialitative research as a process of analysis and interpretation was applied to achieve an appropriate
combination of theoretical approaches and practical implementations. Based on ISO/IEC 27001:2013 and
ISO/IEC 27002:2013 (latest version published in 2022), the generic requirements for the ISMS were
formulated as questions. The industry-specific requirements for companies in transport and traffic were
selected from the main part and the associated ANNEX A, which contain more than 140 controls.
Company-related individual questions ensured that the focus was on information and cyber security.
Existing management systems were questioned with regard to their process orientation and risks. In
addition, questions were created to obtain further and supplementary information (Stake, 1995; Yin, 2008).
The evaluation on which this study is based only includes transport and traffic companies with a turnover
of more than 100 million euros, whose questions are largely congruent. Only congruent questions were
evaluated. Their results were processed for the practical implementation of suitable measures (Walsham,
1993; Strauss and Corbin, 1994). Overall, the results of seven Europe-based companies in the logistics
sector were included.

3. Results and discussion

3.1. Interviews and roles

The interviewees, who are located at the strategic and operational level in the respective company, were
guided through a standardized and predefined questionnaire. The fact that within the organizations the
interviewees have different roles regarding information and cyber security (CS) and data protection was
taken into account as shown in Table no. 1.
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Table no. 1. Specific roles in organizations - transport and traffic - rail transport company
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Any conflicts of interest were treated separately. The roles with the comparable field of activity were
assigned. The roles that cover a more extensive field of activity were identified. The tasks of the risk
manager employed by a company include recognizing, analyzing and evaluating as well as monitoring,
managing and controlling risks of all kinds. This means that the risk manager focuses on technical and
financial risks as well as software /System and environmental risks. In the other companies, the tasks are
distributed more individually, so that relevant risks are out of focus due to a limited perspective and can
lead to a higher willingness to take risks.

In addition, additional internal company documents were viewed. These consisted of business process and
system documentation as well as guidelines and procedural descriptions. The data collection was limited to
supplementary information on the results of the interviews. If there were differences between the interviews
and the documents viewed, an additional consultation was carried out.

3.2. Structured policy system

Formal and structured management of responsible roles is crucial for the successful use of technical and
organizational measures. Therefore, the use of a hierarchical framework with clear definitions of relevant
roles and responsibilities is necessary to assign and systematically implement the measures. A structured
policy system should include preventative, detective, and corrective actions and controls, ranging from
manual to fully automated. These should be developed in the relevant policies and procedures, documented
and communicated via a more appropriate board. Structured policy system is recommended as shown in
Figure 1. It is made up of three levels, the abstract level, a level with overarching concrete valid
specifications and the level with implementation specifications for each area. The IS guideline is to be seen
as an entry point into the document structure. This includes the overarching aims and principles for IS and
CS as well as DP.

The management aims are to be agreed with the management, published internally and checked regularly.
Based on the IS guideline and the Statement of Applicability (SoA) according to ISO/IEC 27001:2013, a
large number of guidelines (topic-specific guidelines) and supporting documents must be established,
which detail the regulations and instructions regarding information and cyber security as well as data
protection describe and specify.
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Figure. no. 1. Elements of structured policy system

On top of that, the use of further process-oriented specifications through area-specific or topic-specific
guidelines is required. For example, the guideline for ensuring the information security (IS) of managed
services is aimed in particular to

o customers and interested parties (stakeholders),
o the manager and executives responsible for information technology and information security,

¢ |S- and DP-officers, IT-coordinators, key-user as well as

all employees regarding to or activities related to IS, CS, DP.

IS, CS and DP classified documents must be marked as such (e.g. public, internal, confidential, strictly
confidential). All guidelines are to be aligned in a systematic and structured manner in order to enable a
holistic approach to information and cyber security as well as data protection. These documents are subject
to document control, regular review and are communicated to the relevant target groups after each change.
Process-oriented reviews and approvals of documents as well as archiving and deletion must be defined.
The associated processes are to be used in a goal-oriented manner, checked, cyclically trained and
documented. In addition to the technical aspects, the guidelines also have to consider infrastructural,
organizational and personnel issues in order to identify and implement the necessary security measures.
Under these conditions, the structured system of guidelines with the associated measures is regularly
checked, adjusted and can be used as part of an internal/external audit in accordance with ISO/IEC
27001:2013 certification.

3.3. Objectives of Managed Services (MS)

The ISMS regulates the security objectives as well as the general technical and organizational measures to
ensure 1S. An important part of the ISMS for MS is the description of the IS objectives and the comparison
with the requirements for CS and DP.

The principles for dealing with IS, CS and DP are to be transferred to the structured policy system and
assigned to the Managed Services division. One of the objectives is to continuously improve the security
level of all aspects that are necessary for the operation of the customer's services or that affect this operation
in any way. In addition, the systematic examination of risks, weak points and threats is seen as an essential
part of establishing targeted technical and organizational measures and proactively avoiding threats. In
general, these aims for MS can be summarized as follows:

e the highest priority is the protection of integrity and confidentiality of customer data as well as the
authenticity of customers;

¢ another is to ensure the availability of the service according to the agreed service and operation level;
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e the systematic examination of risks, weak points and threats is an essential part of the ISMS and a
prerequisite for targeted technical and organizational measures with the aim of proactively avoiding threats
and being able to ward off threats quickly if necessary;

e the basic objective of the ISMS is the continuous improvement of the security level of all aspects
that are necessary for the operation of the services for customers or that influence this operation in any way.

With regard to the measures used for the scope, these are focused and goal-oriented procedures, definitions
and regulations that are compared with the requirements of ISO/IEC 27001:2013 Annex A and ISO/IEC
27018:2019.

3.4. Pro-active management of cyber risk
Cybersecurity risk management means
¢ to weigh the benefits of applying information and technology against the potential negative impacts;

¢ to estimate their likelihood of the consequences resulting from the deployment of this application at
the system, organizational or corporate level.

Risks are defined in terms of the likelihood of an event occurring and the potential adverse consequences
of such an event (Kendrick, 2009). These estimates are often made subjectively. Therefore, it is often
difficult to reach a consensus between the stakeholders involved. In addition, care must be taken not to
ignore the risks (Kutsch and Hall, 2010). Since the responsible roles usually have limited resources, these
are only used when the risks become hazards and occur. Therefore, proactive management of cybersecurity
risks is recommended. Proactive management involves balancing the benefits of the technology with the
potential consequences of a threat event within the RMP and is to be established within the organization.
The following must be observed:

o the responsibility of a Cybersecurity Risk Officer (CRO) must be defined;
¢ the impact of cybersecurity risks in the RMP must be objectively assessed;

¢ the economic consequences as well as strategic and operational IS-, DP-aims must be taken into
account in the risk treatment plan. Other dependencies such as relevant political decisions and regulatory
implications must also be considered;

e acybersecurity register is to be created so that the content of the register can be classified, aggregated
with the 1S and DP risk register (ISO/IEC 27005:2018), prioritized as follows and fed into the RMP for IS,
CS and DP.

3.5. Adapted risk management activities

In many companies, the assessment of cyber security risks is largely spontaneous (ad hoc) and not process-
oriented in the sense of ISO 27005:2018. The risk assessments only partially related to the protection goals
and there were insufficient risk treatments. Applying a cybersecurity risk register, based on the
organization's cybersecurity objectives, allows for the alignment of cybersecurity risk data with the
organization's risks. Furthermore, the transfer of cyber security risks and knowledge into IS and DP-related
risk management is made possible. With this cyber security risk register, the standardization of risks and
their associated measures are compared with the addition of the IS- and DP- risk register. The risk reduction
measures are controlled and communicated by the RMP. This is an advantage because it allows the risk
owners to take the risk-treating measures expeditiously. The classification in the CS risk register was based
on ISO/IEC 27001:2013 and ISO/IEC 27002:2013, taking IS/DP aims into account. In addition, the cyber
security risks were quantified to create IT budgeting for TOP management.

3.6. Cybersecurity risk register template

Cybersecurity risks shall be documented and tracked in cybersecurity risk registers to enable better
management of cybersecurity risks at enterprise level. The following template, table 2, lists the most
significant elements of a cybersecurity risk register.
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Table no. 2. Elements of cyber risk register

ID Identifier number used to reference a risk in the risk register, which is continuous.
Priority Criticality within the risk register (number or scale-related).

Description Short explanation of the impact of the cyber security risk including root cause analysis.
Category Multiple risk register entries are grouped together, such as for the Access Control (AC)

category. Significant for comparison between individual risk registers during the
grouped risks.

Valuation — Estimation of the probability of the risk occurring before any immediate action (first

Likelihood iteration of the risk cycle).

Valuation — Analysis of potential consequences or opportunities

Effects

Valuation — The risk level is calculated on the basis of the probability estimate and the identified

Risk level benefit/consequences of the risk.

Risk treatment Dealing with the identified risk. Values for risk treatment are 3x3, 4x4 or 5x5 matrix
(very low, low, moderate, high, very high).

Risk response Short description of how to deal with the identified risk. Listing and comparison of
measures for consolidation of measures (checklist).

Risk owner Responsible and accountable for managing and monitoring the risk response.

Risk-status quo Tracking the current state of this risk and any next activities.

Cost Risk treatment Estimated cost of applying the risk treatment measures.

By applying the above template, the CS risk management methodology for risk measurement and risk
analysis as well as the register entry for CS risks is adapted. The approach ultimately leads from the
assessment of potential consequences or opportunities of cybersecurity risks to the application and
management of measures in which the cybersecurity risks are fully quantified. In addition, the results of
the risk treatment are fully traceable and can be reproduced retrospectively.

3.7. Conditioning to Cyber Security RMP (CS-RMP)

Through a targeted transfer of treatment measures to cyber security risks, these can be conditioned by the
responsible person in such a way that these measures have a more coordinated and more effective effect on
specific risks for risk reduction. The following steps apply to the conditioning of cybersecurity risks from
the cyber security risk register:

1. Information categorization: Categorized information and its consistent presentation within the
company creates a uniform understanding: a) to measure cybersecurity risks, b) their negative impact on
company aims; and c) the required measures treatment.

2. Redundancy reduction: Is the elimination of information/data duplication.

3. Grouping of measures: Risks that exploit the weak points of the "supporting assets" through generic
threats and endanger sensitive and/or comparable information (information objects) are to be grouped in
the first step.

4. Consolidation of measures in groups: The compromised information/data that lead to system failures
are consolidated. i.e. the grouping of similar or related measures leads to a consolidation in which
redundancies of measures are eliminated.

5. Prioritization of measures: The measures that are taken immediately (ad hoc) and/or at different
times (change) to deal with operational risks must be assigned to a security program. Any necessary
budgeting must be prepared for the approval process.

The consequence of the above conditioning is therefore an efficient and effective Cybersecurity RMP (CS-
RMP). The CS-RMP is intended to help companies realize these added values while meeting the
requirements of corporate aims, compliance with IS and DS-related topics (e.g. ISO/IEC 27001:2013) and
the expectations of interested parties in relation to meet the protection objective. For this it is necessary to
establish an internal and active control system as a process with the associated responsibilities in order to
offer an appropriate guarantee for the achievement of goals and requirements. The concrete security
controls serve the management for information, cyber security and data protection to establish, check and
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condition the technical and organizational methods for reacting to cyber security risks. The detection,
prevention or correction of security gaps and vulnerabilities is imperative for maintaining operational
security.

Conclusions

The impact of cyber risks on business processes can vary within a company's industry. If protective
measures for the information to be protected are based on the organizational and technical RMP approach
for IS, then a structured system of guidelines can be applied procedurally. This results in a reproducibility
of the partial results and consequently a complete transparency for the risk assessment and risk treatment,
which can be operated sustainably. If the process of applying the structured system of guidelines is cyclical,
an iterative minimization of the residual risks can be achieved in the sense of a successive approximation
to the minimal residual risks. The quality of the risk information can be improved by adapting the methods
of the CS-RMP for risk measurement and analysis, including and using the cyber security risk register
template with the assessment specifications. In this way, the cyber security risks within the organizations
are analyzed and their impact quantified, and the risk-reducing measures are determined and implemented.
As a result, system-level cybersecurity risk management is consolidated at the enterprise level. This means
that the cyber security risks are collected and analyzed at the system level in order to align them with the
strategic aims of the company. That promotes the entrepreneurial understanding of cyber security risks and
has a positive effect on the definition of strategic company aims and associated operational measures. Based
on RMP steps — Identify, Protect, Detect, Respond and Recover — that organize the basic cybersecurity
activities, conditioning can support the responsible person in designing, assessing, managing and
responding as well as reporting risks within the business units. This also means that CS analyzes can lead
to missing or incorrect risk information that CS professionals are confronted with. It is therefore important
to identify and eliminate the incorrect risk information within the CS-RMP. By consulting those
responsible, a constant conditioning of those involved is brought about. Through comparing the endangered
"supporting assets" they are assigned to the relevant risk category. In addition, it could be shown whether
risk consequences can be measured by cyber security risk indicators and whether the integration of a cyber
security risk management process (CS-RMP) brings advantages. Finally, the understanding and awareness
of risk officers directly impacts risk and performance outcomes, and hence the "duty of care and proof" of
vulnerabilities and exposures within the organization.
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